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1. INTRODUCTION
If an attacker could remove any k links from a network,

how would connectivity suffer in terms of the number of
pairs of communicating nodes? The answer to this ques-
tion is a critical component of quantifying the damage to
networks that results from attacks on inter-domain routing,
intra-domain routing, mobile network routing, and sensor
networks. In this short paper, we introduce a technique that
provides a lower bound on a graph’s connectivity after link
removal.

Our experimental results show that tight bounds can be
expected for attacks involving the removal of a small frac-
tion of the network links. While this is a limitation, we
expect that, in general, the resources required to carry out
an attack scale proportionally with the number of links re-
moved. Consequently, our results are tight for cases that we
expect to be more common since weaker attackers are more
numerous.

2. SPECTRAL LOWER BOUND
In this section, we sketch an algorithm that finds the re-

silience of a graph. The resilience bounds a graph’s con-
nectivity from below after the targeted removal of a fixed
number of edges. Connectivity is defined as the sum of
squares of the sizes of the connected components C(G) of
G. Intuitively, if G represents a communication network,
then the connected components represent the regions of the
network that are in communication. The resilience of a com-
munication network is the lowest number of communicating
entities that will exist after removing a fixed number of links
in the network. The following theorem due to Donath and
Hoffman [3] serves as a point of departure for our bound.
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Theorem 1. Let graph G be given. For an arbitrary
Ω ∈ E and arbitrary ordering, {C1, . . . , Ck} = C(GΩ), of the

connected components of GΩ: |Ω| ≥ 1
2

kP
i=1

miλi = 1
2
mT λ,

where GΩ is G with edges Ω removed, λ is comprised of the k
smallest eigenvalues of the Laplacian of G, and mi = |V(Ci)|
(i.e., the size of Ci).

From this we derive an optimization problem.

Problem 1. For fixed ω ∈ N and variables y ∈ R, k ∈
{1, . . . , ω + 1}, and m ∈ Nk define f : Nk → R, f(m) =
mT m; g : Nk × R → R, g(m; y) = 1

2
mT λ− y2 − ω; h :

Nk → R, h(m) = mT 1 − n. With n equal to the number
of vertices in G, k corresponding to the maximum number
of components, and y being slack, minimize f(m) subject to
constraints g(m; y) = h(m) = 0.

The solution to the continuous relaxation of this problem
is also a solution to the resilience problem. It can be shown
that a solution can be found in time cubic in the number of
vertices in G.

3. RESULTS
In this section, we demonstrate the quality of our bounds

by applying them to a measured Internet graph and sev-
eral synthetic graphs often compared against Internet data
because of their salient characteristics.
3.1 Graphs The CAIDA skitter project maps Internet
autonomous systems (ASes) by using traceroutes to recon-
struct the AS level topology. We examined 36 recent skit-
ter graphs, recorded on the 1st, 10th, and 20th of each of
the months between January 2006 and December 2006, in-
clusive. Each graph comprised tens of thousands of nodes
denoting ASes. The graphs were also highly disconnected,
so we chose to focus on the largest connected component
of each. This largest subgraph typically had approximately
16,000 links and 8,000 nodes for each graph. For conve-
nience, we refer to the set of these 36 graphs as the CAIDA
graphs. We also generated three sets of synthetic graphs
with roughly the same numbers of nodes and links as the
CAIDA graphs. 36 Power-law graphs, labeled BA, accord-
ing to the preferential attachment model of Barabasi and
Albert [1], 36 HSF graphs according to the procedure out-
lined in Li et al. [5], and 36 HOT graphs, also defined in Li
et al. [5].

3.2 Experiments For each of the graphs in CAIDA,
BA, HSF, and HOT, we generated an upper bound on the



Figure 1: Median value Upper and Lower bounds
for the CAIDA and BA graphs

Figure 2: Median value Upper and Lower bounds
for the BA, HSF, and HOT graphs

their resilience using the Metis graph partitioning library,
and a lower bound using the technique outlined in Section 2.
With the exception of HOT, the upper and lower bounds for
each graph were closer for smaller numbers of links removed.
Nevertheless, CAIDA, HSF, and BA stayed within a factor
of three for the first 260 links removed with BA remaining
well within a factor of two. Figures 1 and 2 show the median
upper and lower bound values for each of the graph types.

The bounds for CAIDA, as shown in Figure 1, weakened
somewhat rapidly but they did generally indicate that com-
munication was easy to disrupt and difficult to completely
destroy. The upper bound represents demonstrable dam-
age from removing a specific set of links, and it shows, for
instance, that the removal of just 25 specific links out of
roughly 16,000 results in a loss of about 1.75% of all AS-to-
AS connectivity. On the other hand, the lower bound states
that the removal of no combination of 25 links will reduce
connectivity more than 12%. From another perspective, af-
ter 150 links are removed from CAIDA, about 50% of ASes
can still communicate.

HOT displays a unique decay in connectivity in the upper
bound, as show in Figure 2. After approximately 40 links
are removed, apparently strong robustness yields abruptly,
resulting in low connectivity that closely matches the lower
bound. This is similar to what was observed in Li et al. [5]
where it was found that the most effective node attack against
a similarly constructed HOT graph was to remove core nodes.
3.3 Comparing Graph Resilience Having
the same number of nodes and roughly the same number
of links, it makes sense to examine the relative resilience of
each graph. In Figures 1 and 2, BA demonstrates higher
or equal resilience compared to all other graphs. That BA
is at least as resilient to link attack as CAIDA (for small
numbers of links removed) has not yet been reported to the
best of our knowledge. The figures also show that CAIDA
is much more resilient than HOT for 50 to at least 260 links
removed. This is attributable to the fact that HOT graphs
were developed to model specific network structures [5, 4],
but the implication here is that while a simple HOT graph
may exhibit alarming vulnerability, a more complex HOT
graph, CAIDA (by definition not construction), does not.

The contrast between the three network models, BA, HOT,
and HSF is also interesting. Figure 2 shows bounds for each
graph type overlaid together. For removed link quantities
ranging from approximately 40 to 140, HSF clearly exhibits
higher resilience than HOT. BA exhibits higher resilience
than either HOT or HSF from approximately 50 links re-
moved to at least 260. It’s possible that this illustrates the
effect of inadvertent weakness first noted by Carlson and
Doyle [2] whereby structural weaknesses are inadvertently
introduced in the process of engineering a network.

4. CONCLUSION
We have introduced a technique to bound graph connec-

tivity from below after targeted link removal. We applied
our bound to graphs created from CAIDA measurements
of the Internet AS-level topology as well as BA, HOT, and
HSF synthetic graphs. In our experiments, we show several
quantitative comparisons between the four types of graphs.
Our results model the most common attacker with few re-
sources. We found that the CAIDA AS level graph is no
more resilient than the BA graph, but after removal of 150
links, the majority of AS pairs can still communicate for any
link attack. The HOT graph is shown to be distinctly more
vulnerable than the CAIDA, HSF, and BA graphs.
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